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K Bonpocy o noHATUM
NpPecTynneHna ¢ MCNONb30BaHNEM KOMNbIOTEPHbIX TEXHONOTUIA

B HacTos1ee BpeMst KOMIIBIOTEPHBIE IIpe-
CTyIUIEHHS OOJIbIlIE CTajld BBICTYIIATh B Kaue-
CTBE MpeIMeTa Hay4YHOT'O MCCIEIOBAaHUSI, OJI-
HAKO CJIeyeT MOAYEPKHYTh, YTO OH CTal IIH-
POKO HCIIOJIB30BaThCA KAaK B NPAaBONPUMEHH-
TENBHON MpaKTHKE, TaK U B HAYYHBIX HCCIe-
JOBAaHUAX, U PACIPOCTPAHATHCS KaK B HAI[MO-
HaJbHOM 3aKOHOJIATENbCTBE, TAK U B MEKIY-
HapoJgHOM MaciuTabe.

BrnepBole ompeneiaeHre KOMIIBIOTEPHOTO
npectyruieHus Obuto nano B 2006 r. Ha 3acena-
HUUW OpPTaHHU3AIMH YKOHOMHYECKOTO COTPYTHH-
yecTBa M pa3BuTHs B [lapmxke, mox KOTOPHIM
MOHUMAJIOCh JTI000€ HE3aKOHHOE, HEATHIECKOE
WM HepaspelleHHOe TOBeJIeHUE, 3aTPparuBaro-
ee aBTOMAaTU3UPOBAHHYIO 00pabOTKYy M(MITH)
nepenauy gaHubix'. [IpOTUBOEHCTBYS pa3Bu-
THIO KOMITBIOTEPHBIX IpecTyIieHui, B 2009 r.
Cosetrom EBpombl OBUIO TIPUHATO HECKOJIBKO
JUPEKTUB, B KOTOPBIX OBUIM 3aKperjIeHBI Mpe-
CTYINHBIE ACSHUS, OTHECEHHBIE K pa3psaay KOM-
IBIOTEPHBIX IPECTYIUICHUH.

B »T0 xe BpeMs poccuiickuil 3akoHOIa-
TeNb MPENNPHUHSI MOIBITKY pa3paboTaTh MO-
HSTHE KOMIIBIOTEPHOTO MPECTYIUICHUS, O]
KOTOPBIM CJIEyeT MOHUMATh MPESyCMOTPEH-
HbI€ YTOJIOBHBIM 3aKOHOM OOIIECTBEHHO OIac-
HBIE JICHCTBUS, B KOTOPBIX MalllMHHAS HHPOP-
MaIus sBjIsSeTCS MO0 CPelCcTBOM, U000 00b-
€KTOM MPECTYIIHOTO nocararenbcrsa. OgHaKo
pazHooOpa3ue crnoco00B COBEPLICHUS KOMIIb-
IOTEPHBIX MPECTYIUICHUH W MpPaBONPUMEHHU-
TeNbHasl MPAKTHKa CBUIETEIbCTBYIOT O HEO0O-
XOJMMOCTH YTOYHEHHSI IPHUBEIECHHOTO Ompe-
JeJIeHUSI.

B nayuHo# nuTepaType AaBainuch pa3ind-
HbI€ MTOHATHS KOMIIBIOTEPHOTO MPECTYIICHUS.
Tak, B.B. Bopo6GkeB mnoa KOMIBIOTEPHBIM

IPEeCTyIUICHHEM IIOHUMAaeT IPOTHUBOIPABHOE
[OCAraTeIbCTBO, 0OBEKTOM WJIU OPYIHUEM CO-
BEPIIEHUS KOTOPOTO BBICTYNAET ANEKTPOHHO-
BeIUMCIUTENbHAs MamuHa (OBM)?2,

H.A. CenuBanos, B.b. BexoB mog KoMIib-
IOTEPHBIM MPECTYIUIEHNEM MOHMMAlOT BHHOB-
HOE OOIIECTBEHHO ONAacHOE MPOTUBOMPABHOE
MOCATATENBCTBO C MCIOJIb30BaHUEM MH(OpMa-
LIUOHHO-BbIUUCIUTENIbHBIX CUCTEM JIUOO C BO3-
neiictBueM Ha HUX. OOBEKTOM MOCSATAaTENbCTBA
BBICTYMaeT WHpopManus, obpabaTbiBaeMas B
KOMIIBIOTEPHON CHCTEME, a caM KOMIIBIOTEp
CIY’KUT JIMIIL OPYJUEM MOCATATENLCTBA®, a
1O. batypun cuuTaer, UYTO KOMIIBIOTEPHBIX
MPECTYIUICHUH KaK 0CO0O0M TpyMIbl IPECTYII-
JIGHWH B IOPHUAMYECKOM CMBICIE HE Cylle-
CTBYET, a €CThb TPAJUILIMOHHBIE BUABI IPECTYII-
JeHuH, Mo (pULIIUPOBaHHbIE U3-3a BOBICUYEHHUS
B HUX BBIYUCIHUTENbHON TeXHUKHU. [loaTOoMy
npaBuiIbHEE ObLIO OBl TOBOPUTH O KOMIIBIOTEP-
HBIX aCHEKTaxX MPECTYIUIEHUH, HE BBIAENSS UX
B 000COOJIEHHYIO TPYIITY NPECTYIUIEHHH®,

AHanuzupys UMeInecs B HAyYHOH JH-
TepaType ONpeacIeHHUs] KOMIIBIOTEPHOTO IIpe-
CTYIUICHMS], CTAJIKUBACLILCSA C IPOOJIEMOM OT-
CYTCTBUS KpHUTEpHUS, COINIACHO KOTOPOMY
MOXHO OBIJTIO OBl OTHECTH KOHKPETHOE IIpe-
CTyIUIEHHE K pa3psay KommbroTepHoro. Cie-
IyeT OTMETHUTh, YTO TaKUM KPHUTEPHUEM SIBIIA-
€TCsl HaJu4ue KOMIBIOTEPA, KOTOPHIN BBICTY-
naeT eIMHBIM HHCTPYMEHTOM 00pabOTKH HH-
¢hopmanuu. ITO MPUBOIHUT K TOMY, YTO UMEIO-
mecs OMNpenesieHUuss KOMIBIOTEPHOTO IIpe-
CTYIUICHHS JAAlOTCA B TPaHHULAX OOILEro moju-
X0/1a, B COOTBETCTBHUU C KOTOPHIM KOMIIBIO-
TepHOE MPEeCTYIJIEHHEe — 3TO MpecTyIUIeHHUE,
COBEpIIAEMOE C HCIOJIB30BAHUEM KOMIIBIO-
TEPHBIX TEXHOJIOTU.
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— KpumuHonornyeckue 1 yronoBHo-npaBoBble Npobnemb!
NPOTMBOLEACTBUS NPECTYNHOCTN —

OnHako NHOHSITHE KOMIBIOTEPHOIO IIpe-
CTYIUJICHHUS CIEAYET pacCMaTpUBaTh C Pa3ind-
HBIX TMO3ULHI: C TOYKH 3PEHHUS YTOJOBHOTO
mpaBa MO0 C TOYKHM 3pPEHUS KPUMHMHAIIU-
cTUKU. [Ipu 5TOM HEKOTOpHIE aBTOPBI CUUTAIOT
KPUMUHAIUCTUYECKYIO XapaKTEPUCTUKY IJ1aB-
Hoi. Tak, B.®. EpMonoBHY cUMTaET, 4YTO OHA
BBICTyIIa€T KaK CBOEOOpa3HOE CHUCTEMHO-
CTPYKTYpHOE 00pa3oBaHHE, COCTaBJISIOLIEE
qacTh Oojee oOmIed CHCTEMBI — XapaKTepH-
ctuku npectymienuit B neaom'. C Touku 3pe-
HHS 3THX aBTOPOB, MOJ MOHATHE KOMIBIOTEP-
HOT'0 NMPECTYIUIEHUS NMOANANA0T KaK MPecTyI-
JeHus B cepe KOMIbIOTEpHON HHDOpMAHH,
TaK ¥ NPECTYIIEHUs, COBEpLIAEMbIE C HCTIOJIb-
30BaHMEM KOMIBIOTEPHBIX TEXHOJIOT UM, KOTO-
pble B 3aBUCHMOCTH OT XapakTepa UCIIOJIb30-
BaHUA KOMIIBIOTEPOB (MJIHW UX CHCTEM) TOJ-
pas3iensioTcs Ha: a) MPEecTyIUIeHHS, B KOTO-
pPBIX KOMIIBIOTEpHAsT MHQOpPMAIHS SIBISETCS
MpeIMETOM MpPEeCTyIUIeHHs; 0) MpecTyIIeHNns,
B KOTOPHIX KOMIIbIOTEpHas MH(popmanus uc-
MONb3YyeTCAd KaK OpyAHe MNPEeCTYIUICHHS; B)
MPECTYIUICHUS, B KOTOPBIX KOMIIBIOTEP UTPAET
pOJIb MHTENJIEKTYaJbHOTO CpeAcTBa (HAIpH-
Mep, pazmenieHne B IHTepHETE TOPHOCANUTOB
C HECOBEPIIEHHOJIETHUMH).

IIpn KpUMUHATHCTUYECKOM TOAXOJE OT-
JENbHBIA BHJ NMPECTYIUICHUN NOMKEH COMAEp-
XKaTh XapaKTePHUCTHKY HCXOAHOW HHpOpMa-
MM, CUCTEMBbl JaHHBIX O CIIoco0e coBeplie-
HHS U COKPBITUS MPECTYIUIEHUS W TUIUIHBIX
MOCIENCTBUAX €ro NPUMEHEHHUs, JIUYHOCTH
BEPOSITHOTO MPECTYNMHUKA, BEPOSITHBIX MOTHU-
BaxX M LENSIX MPEecTyIUIeHUs, JUYHOCTH BEPO-

SITHOW JKEPTBBI IPECTYIUIEHHS, O HEKOTOPBIX
O0OCTOSITENbCTBAX COBEPLICHHUS IIPECTyIUIe-
HUS, TIO9TOMY TEPMHUH «KOMIBIOTEPHOE Tpe-
CTYIJICHUEC)» OTBCYACT 3TUM TpC6OBaHI/IHM.

[Ipu yrosoBHO-PaBOBOM MOJIXOAE K IO-
HSTHIO KOMIBIOTEPHOTO NPECTYIIJICHNS BHIMA-
HUE COCPEIOTOYMBAETCS HA IOPUINIECKOM aHa-
JU3e TMOCATAaTeNbCTBA M TEPMHUH «IIpPECTyIIe-
HAS B cdepe KOMIBIOTEPHOH HHPOPMAITII
MOJIHOCTBIO COOTBETCTBYET €My M BBITEKACT U3
JTUCIIO3UIUIA COOTBETCTBYIOLIMX YTOJOBHBIX
HOPM.

HayuHno-TexHuueckuii mporpecc Hempe-
PBIBHO COBEpPUICHCTBYET TEXHHYECKHUE BO3-
MOKHOCTH uejoBeka. [lomoOHO TOMy, Kak B
CBOE BpeMs OBUI periaMeHTHPOBAaH MOPSIOK
MPOBEACHUS 3BYKO3aMKUCH MPHU AONPOCE, BIO-
CJICICTBUU BO3HUKJIA aHAJIOTUYHASI HEOOX 01U -
MOCTb OTHOCHTEJIBHO NPUMEHEHHS BHIE03a-
nucu. CeroaHs MpecTyIUICHHUs ¢ UCTIOIb30Ba-
HUEM KOMIIBIOTEPHBIX TEXHOJOTHH COBepIla-
10TCA B cpepe MOOHMIIBHOM CBS3H, TEIECKOMMY-
HUKalU{, IO3TOMY B KPHMHHOJIOTHYECKOM
MOHMMaHHUH MpeAcTaBisieTcs 6onee 000CHO-
BaHHBIM HMCIIOJIb30BaHUE TEPMHUHA «MH(pOpPMa-
IUOHHOE TMPECTYIUICHHE», OMNPeesIOmEero
00IIEeCTBEHHO OMACHOE e HHUE, COBEPIICHHOE
B 001acTd HMHPOPMAIMOHHBIX OTHOIICHHH,
BO3HUKAOIIHUX B WHPOPMAIIMOHHOW cdepe B
CBSI3M C pean3anueii MHPOPMAaIMOHHBIX IIPaB
U cBOOOJ TpaxkIaH Ha MPOU3BOJCTBO, Iepe-
Jady, pacrpocTpaHeHUe, OJydeHUE, MOUCK H
norpebieHre HHPOpMAIHMK, a TaKKe OCy-
IIeCTBIICHHE WH(POPMAIIMOHHBIX MPOLECCOB
npu obpanieHnn HHGOPMAIIHH.
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YronoBHasi 0TBETCTBEHHOCTb 32 000POT KOHTpadhaKTHOW anKOroNnbHON NPOAYKLUM:
oTAeNnbHble BONPOCHLI KBanugukaymm

CoBpeMEHHOE COCTOSIHUE PhIHKA KOHTpA-
(haxkTHON aTKOTOJNBHOUW TPOAYKIIUH, TIPEI-
CTaBJISIONICH YyIpO3y HE TOJIBKO 0€30IMaCHOCTH
KU3HU U 370POBbs MOTpeOUTENCH, HO U KOH-
KYypEHTOCIIOCOOHOMY DPa3BUTHIO TPEANPUHU-
MaTelbCcTBa B 3TOHM cdepe, ompesenser, ¢

OJHOU CTOPOHBI, aIEKBATHOCTh CBOEBPEMECH-
HOM KpUMHUHAJIU3AIUU U YCUJTICHUS YyTOJIOBHOM
OTBETCTBEHHOCTH B COOTBETCTBUU C BBEJCH-
HBIMU YTOJIOBHO-TIPABOBBIMU HOPMAaMU, C Ipy-
roil — KOHCTATUPYET PAM MPAKTUUECKUX IPO-
OiieM, B TEpBYI oOuYepeab, IO BOMPOCAM

! Epmoniouu B.®. HayuHble OCHOBBI KDPUMHHAIMCTHYECKONH XapaKTEPUCTHKU NpecTyIuienui. Munck : Besl,
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